~ UBND TINH THAI NGUYEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phc

S6: 187 JSTTTT-CNTT Thai Nguyén, ngay 26 thang 01 ndam 2024
V/v tinh hinh an toan thong tin
va két qua gidm sét an toan théng tin
tai Trung tdm giam sat ATTT mang (SOC)
tinh Thai Nguyén thang 01/2024

Kinh gui:
- Céc s0, ban, nganh, doan thé thudc tinh;
- Uy ban nhan dan cac huyén, thanh phé;
- Trung tdm Cdng nghé thong tin va Truyén thong;
- Céac doanh nghiép: VNPT Théai Nguyén, Viettel
Théai Nguyén, Mobifone Théai nguyén.

S¢ Thong tin va Truyén thdng nhan duoc cac Vian ban cia Cuc An toan thong
tin (Bo Théng tin va Truyén thong), gdm c6: B&o cdo sé6 01/BC-CATTT ngay
25/01/2024 vé tinh hinh an toan théng tin thang 12/2023 va théng ké két néi chia
sé dir liéu vé ma doc, giam sat va Cong vin s6 66/CATTT-NCSC ngay 17/01/2024
vé 16 hong an toan thdng tin 6 mac anh huang nghiém trong, mic anh hudng cao
trong cac san pham cua hang Microsoft cong bé thang 12/2023.

Thuyc hién chic nang quan 1y nha nudc vé an toan théng tin, nham dam bao an
toan thong tin cho hé théng thdng tin cua cac co quan, don vi, gop phan dam bao an
toan cho cac hé thng théng tin ding chung, lién théng cua tinh; S& Thang tin va
Truyén thong thong tin d&én cac co quan, td chirc, don vi vé tinh an toan théng tin
thang 12/2023, két qua giam sat an toan thong tin tai Trung tam giam sat an toan
thong tin mang (SOC) tinh Thai Nguyén thang 01/2024, khuyén nghi vé cac 16
hong bao mat ¢ mic anh huong nghiém trong, mac anh hudng cao trong cac san
pham cua hang Microsoft cong b thang 01/2024 va huéng dan khic phuc (Chi tiét
thdng tin vé cac 16 héng bdo mdt va hudng dan khdc phuc tai phu luc dinh keém).

S¢ Thong tin va Truyén thong dé nghi cac co quan, don vi quan tam, trién
khai thuc hién; trong qua trinh thuc hién néu c6 kho khan, vudng mac, phan anh
kip thoi vé So Thong tin va Truyén thong dé duoc huéng dan, hd trg. Thong tin
dau moi lién he: Ong Nguyén Quang Huy, Phong CNTT, di¢n thoai 0915373585 4
]Xfﬂi nthgin: KT. GIAM POC
- Nhu trén; , , A
- Cuc An toan théng tin (bao cao); PHO GIAM DOC
- UBND tinh (bao céo);
- Ban Giam déc;
- Luu: VT, CNTT.
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PHU LUC: TINH AN TOAN THONG TIN,
KET QUA GIAM SAT AN TOAN THONG TIN TAI TRUNG TAM (SOC)
TINH THAI NGUYEN
(Kém theo Céng van s6 187 ISTTTT-CNTT ngay26 /01/2024
ciia 86 Théng tin va Truyén thong)

I. KET QUA GIAM SAT AN TOAN THONG TIN TAI TRUNG TAM
GIAM SAT AN TOAN THONG TIN MANG (SOC) TiNH THAI NGUYEN
THANG 01/2024

1. Tinh hinh trién khai cong tac phong chéng phan mém déc hai va chia
sé dir liéu ma doc

Pén thoi diém ngay 25/01/2024, Hé thong quan ly tap trung tai Trung tam
SOC tinh Thai Nguyén ghi nhan 2.567 may tinh cia cac co quan to chirc nha nudc
duoc cai dat va chia sé dir liéu ma doc.

Ty 1€ may co két ndi/khong két ndi Ty I& cac phién ban update Ty Ié gilra hé diéu hanh cac may

o S6 may co két ndi fersion O Windows 10 for x64

© 6 may khong két ndi fersion © Windows 7 for x64

2. Tinh hinh 13y nhiém ma déc
Trong thang 01/2024, Hé théng quan ly tap trung tai Trung tam SOC tinh
Thai Nguyén ghi nhan va xir ly 260 may tinh cua cac co quan to chic nha nudc
c6 dau hiéu bi nhiém ma doc.
Tén virus Loai virus S6 file da xr Iy 4 S6 mdy nhiém 4 Mirc do nguy hiém
162 Rit cao 794
W32.ScripiDropperWorm for 131 4t cao Loai virus

'M.Laroux firus 106

X97M.NEGS2 Macro firus. 74

9 W32 BrowserSpy.9c3167e5

W32 Common 49DDCF66 firus. 67

(Théng ké danh sach 10 mdu virus lay nhiéu nhat)
3. Két néi nguy hiém da xir ly:
Trong thang 01/2024, Hé théng quan ly tap trung tai Trung tdm SOC tinh
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Thai Nguyén phan tich va phat hién mot sé may tinh cia co quan nha nudc c6 két
néi dén dia chi IP/Domain nghi ngod doc hai (51) do cac phan mém phong chdng

ma doc da ghi nhan.

Pia chi Tong so6 két ndi canh bdo 4 SO may két noi Ty 1 cac dia chf canh bdo

192.168.1.14 520
192.168.0.156 6

192 1681225

192.168.1.200 83
122.54.105.164 Bia chi
192 1685186

192.168.1.59

19216815

192168116 O 192168114 © 1921680156

O 1921681225 Q 1921681200
172.16.1.32

Q 12250105151 Q 15
(Thong ké danh sach 10 két ngi nghi ngor phat sinh trong thang)
4. Piém yéu, 16 hong ton tai trén may tinh ciia cac co’ quan to chic:
Trong thang 01/2024, Hé thdng quan 1y tap trung tai Trung tdm SOC tinh
Thai Nguyén da ghi nhan c6 1.383 diém yéu, 16 hdng an toan thong tin trén may
tinh ctia cac co quan to chirc nha nude trén dia ban tinh. Mot sé don vi ¢6 ty 1¢
may tinh c& nhan ton tai diém yéu, 16 hong phan mém cao nhu: UBND huyén
Pdng Hy, UBND huyén V& Nhai, UBND huyén Phu Binh...

Ten 16 hong S0 mdy cé 16 hong % Ty l& cac loai I5 héng
CVE-2022-26809 918
CVE-2023-21716 832
CVE-2021-40444 796
'CVE-2020-0655 464
CVE-2020-1097 457
CVE-2021-31979 395
CVE-2021-1674 358
CVE-2022-21907 316

(SRS @ O CVE-2022-26809 © CvE202321716

O cvE2021-40444 Q© cvE20200655

CVE-2021-1732 293

O cvE2020-1097 © cvE202131979

(Théng ké diém yéu, 16 hong xudt hién nhiéu nhat)

5. Giam sat, dam bao an toan an ninh thong tin

Trong thang 01/2024, Trung tam giam sat an toan théng tin mang (SOC) tinh
Thai Nguyén da phat hién 969.344 luot truy van dén hé héng, ngin chan 3.411
luot truy van do quét trai phép, loai bo 14.491 thu rac, chan va xt Iy 10 thu chta
ma doc.

6. Giam sat, canh bao 16 hong bao mat ddi véi hé thong thong tin ciaa
cac co quan nha nudéc

Trong thang 01/2024, Trung tam giam sat an toan théng tin mang (SOC) tinh
Thai Nguyén da thuc hién ra quét, canh béo 16 hdng bao mat ddi véi céc hé thong
thong tin cua cac co quan, don vi: S& Noi vu (Hé théng quan Iy can b Cong chic
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vién chuc); So Tu phap (Hé théng CSDL ho tich, Phan mém quan ly CSDL vi
bang; S& Vian hoa, Thé thao va Du lich (Hé théng sb hda bao tang); So Tai Nguyén
va Moi truong (Hé thdng thu vién kho luu trix dién ti).

I1. TINH AN TOAN THONG TIN TREN CA NUOC

(Chi tiét tai Bao céo sé 01/BC-CATTT ngay 25/01/2024
cua Cuc An toan théng tin gui kém theo)

1. Piém yéu, 16 hong ton tai trén may tinh cia cac co quan, to chic, don
vi trong thang 12/2023

Trong thang 12/2023, Trung tdm Giam séat an toan khong gian mang qudc
gia (NCSC) phét hién trén 83.302 diém yéu, 16 hong bao mat an toan thong tin tai
cac hé thong thong tin cia cic co quan, to chirc nha nude, dic biét co6 mot sé 15
hong d3 va dang duoc cac nhom tan cong loi dung dé thuc hién céc cudc tan cong
APT, mot sb 16 hdng van con ton tai trén nhiéu may cta cac co quan, to chirc nha
nudc chua dugc xir 1y, cu thé nhu sau:

Ma diém yéu/16 | So6 lwong may

T hong bi anh hudéng

Link tham Kkhao

https://nvd.nist.gov/vuln/detail/CV
E-2022-26809

1 | CVE-2022-26809 20.405

https://nvd.nist.gov/vuln/detail/CV

2 | CVE-2023-7024 12.657 E 50937004
3 | CVE-2023-6707 10.354 ?:t;[;)é/ég\ég : réi%?ov/vuln/detai |/
4 |CVE-202321716 | 8800 | o\l MEINLOOVUIN/CEtA
5 | CVE-2023-6512 3015 https://nvd.nist.gov/vuln/detail/

CVE-2023-6512

Bén canh cac diém yéu/I5 hong ghi nhan, Hé thong ky thuat cia NCSC con
phan tich va phat hién nhiéu may tinh ctia co quan nha nuéc c6 két nbi dén dia
chi IP/Domain nghi ngd doc hai do cac phan mém phong chong ma doc da
ghi nhan. Théng ké TOP 4 két ndi nghi ngd phat sinh trong thang:

STT IP/Domain nghi ngo STT IP/Domain nghi ngo

1 | winnerparagrapdierw[.]fun | 3 atomictrivia[.]Jru

2 differentia[.Jru 4 disorderstatus|.]ru
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2. Théong tin cic 16 hong bao mit trong cac san pham ciia hing Microsoft
cong bo thang 01/2024

L& hong bio

STT A
mat

Mo ta Link tham khao

- Piém: CVSS: 9.0 (mikc dp
dnh hwong nghiém trong)

- M6 ta: L& hong trong
Windows Kerberos cho
phép doi tuong tdn cong
1 | CVE-2024-20674 | vuot qua co ché bao vé dé
thuc hién tan cong gia mao.
- Anh huong: Windows 10,
Windows 11; Windows
Server 2008, 2012, 2016,
2019, 2022.

-Piém: CVSS: 8.8 (mirc dé
dnh hwong cao)

- M6 ta: L3 hong trong
Microsoft SharePoint
Server cho phép ddi tugng
2 | CVE-2024-21318 | tin cong thuc thi ma tir xa.
- Anh huong: Microsoft
SharePoint Server 2016,
2019; Microsoft SharePoint
Server Subscription
Edition.

-Piém: CVSS: 7.8 (mirc dp
anh huwdng cao)

- M6 tad: Lo hong trong
Microsoft Office cho phép | hitps://msrc.microsoft
doi tuong tan cong thuc thi | .com/update-

ma tir xa. quide/vulnerability/C
- Anh hudng: Microsoft | VE-2024-20677
Office 2019; Microsoft
Office LTSC; Microsoft
365 Apps.

- Piém: CVSS: 7.5 (mikc dj
anh hwong cao) .com/update-

4 | CVE-2024-20700 | - M6 ta: Lo hong trong guide/vulnerability/C

Windows Hyper-V cho phép | \/E_2024-20700

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-20674

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-21318

3 | CVE-2024-20677

https://msrc.microsoft




L& hong bio

STT A
mat

Mo ta Link tham khao

dbi twong tan cong thyc thi
ma tur xa.

- Anh hudéng: Windows 10,
Windows 11; Windows
Server 2019, 2022.

I11. KHUYEN NGHI VA HUONG DAN KHAC PHUC

- Nham dam bao an toan thong tin cho hé théng thdng tin, d& nghi bd phan
chuyén trach vé cong nghé thdng tin/an toan thong tin tai cac co quan, don vi phoi
hop véi bo phan c6 lién quan thyc hién kiém tra, ra soat, xac dinh may tinh sir
dung hé diéu hanh Windows c6 kha ning bi anh huéng va tién hanh cap nhat ban
va kip thoi cho cac 16 hong bao mat noi trén theo huéng dan caa hang dé tranh
nguy co bi tan cong.

- Tang cuong giam sat va san sang phuong an xir Iy khi phét hién c6 dau hiéu
bi khai théac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh béo cua
cac co quan chirc ning va cac to chuc 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

- Tuyén truyén thuong xuyén, lién tuc t6i toan thé can bo, cong chuc, vién
chtrc, ngudi lao dong cua co quan, don vi minh nham nang cao nhan thic va trang
bi k¥ nang dam bao an toan thong tin trén khdng gian mang.

- Trong trudng hop can thiét ¢d thé lién hé dau maéi hd tro:

+ S¢ Thong tin va Truyén thong: Ong Nguyén Quang Huy, Chuyén vién
phong Cong nghé thong tin, s6 dién thoai: 0915.373.585.

+Poi Ung ciru sy b An toan thong tin trong cac co quan nha nudc tinh Thai
Nguyén: Ong Ta Tuan Diing, Truéng phong Quan tri hé théng va An ninh mang,
Trung tdm Cong nghé théng tin va Truyén thong, Doi pho Poi Ung cau sy ¢b,
dién thoai: 0914.300.486

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-
security-update-review



https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
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